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1. What is SafePatch for Windows?

SafePatch for Windows provides automated analysis of network-based Microsoft Windows™ computer
systems to determine the status of security patches. SafePatch determines what patches need to be installed
on a system or group of systems. SafePatch collects and packages the necessary patches and the script to
install those patches for the selected remote systems. SafePatch for Windows also supports browsing the
Microsoft™ patch database and the viewing of the bulletins associated with the patches.

SafePatch for Windows has been tested for use on Windows 2000™ systems.

The SafePatch for Windows user interface consists of six tabbed panels corresponding to the six major
components provided. The tabbed panels provided are Jobs, Targets, Evaluations, Patches, Packaged
Updates and Settings. This section summarizes the roles of each component.

1.1 Jobs Panel

The Jobs tabbed panel schedules and monitors two types of jobs: target jobs and host jobs. Target jobs
schedule the evaluation, downloading of patches and creation of packaged updates for the computers being
managed. Host jobs download the latest Microsoft™ patch database file or patch evaluation tools.

1.2 Targets Panel

The Targets tabbed panel defines the target computers and groups of computers that are to be managed.
The target job scheduler on the Jobs panel allows you to select one of the targets defined here to be
scheduled for evaluation, downloading of patches and creation of packaged updates. This panel also
provides the status on the current operations being performed for each target.

1.3 Evaluations Panel

The Evaluations tabbed panel displays the detailed results from the computer evaluations including the
associated bulletins of patches that need to be installed. Also displayed is the computer that is currently
being evaluated. From this panel you can select the patch evaluation tool to be used for the evaluations.

1.4 Patches Panel

The Patches tabbed panel allows you to browse the Microsoft™ patch database to research information
about the available patches. The Patches panel also reports the results of the patch downloads from
Microsoft™ and what patches are currently being downloaded.

1.5 Packaged Updates Panel

The Packaged Updates panel allows you to view the update packages generated, organized by computer.
An update package is a zip file containing the patches and an installation batch file needed to bring a
target computer up to the latest patch level. When an individual update package is selected, the contents
of the package can be browsed. From the package contents display, the ReadMe and installation batch file
can be selected for display.

1.6 Settings Panel

The Settings tabbed panel displays configuration and setting information for SafePatch for Windows.
Some of the settings can be edited using this panel.




2. Getting Started

This chapter provides the basic steps required to start evaluating and creating patch packages for
Windows™ computers.

2.1 Installing SafePatch for Windows

1. Execute the self-extracting zip file, SPForWin2KZip.exe, included in the distribution. You do this by
double clicking on the zip file from the Windows™ file explorer. Choose the default location
suggested by the extraction utility.

BN C:\InstallSoftwarehSafePatch i ] B3]

File Edit ‘Wiew Favorites Tools Help ﬁ
FBack ~ = - | @ search |%FOIders % | 303 x w | Ed~
Address I[:I Ci\InstallSoftware!SafePatch j @GD

Size | Type | Modified
13,504 KB Application 4/5/2003 9:25 AM

Folders

G MicrosoftMSKMLParser
G MicrsoftTextToSpeech
2 Miriai

{1 MSHatfiseChecker-HFMetChk
D Musiciatch Jukebozxé, 0
D Musicatch Jukebox 7.5
D Maortondntiviris

D T4, 0Power Tays

D PCMagazineTopl003ites
{:I PDFGeneratar

-7 QuickTimed.1

-1 QuickTime6.0 —
{:I RoxinBasic

{:I RoxioBasicSUpdate

423 SafePatch

{:I SCreendavers

-] SendTox

D sshe3

{1 Stretchware1,07
G T aedicTi il 4 I I LI

|Type: Application Size: 13.1 MB |13.1 ME |g|l My Comnpuker 5

2. Run the j2re-1 4 02-windows-i586.exe program to install the Java Runtime Environment™, if you
do not already have Java™ installed.
a. Thej2re-1 4 02-windows-1586.exe program has been unzipped to the JavaJRE subdirectory.
b. To check if you already have the correct version of Java™ installed do the following.
i. Start a command prompt window. The command prompt window can usually be
found by selecting the Windows™ Start button, followed by Programs, followed by
Accessories, and finally Command Prompt.
ii. In the command prompt window type: java —version. If Java™ is installed, the
computer response should be as follows:

java version "1.4.1 02"
Java(TM) 2 Runtime Environment, Standard Edition (build 1.4.1_02-b06)
Java HotSpot(TM) Client VM (build 1.4.1 02-b06, mixed mode)

3. You now need to install some supporting utilities used by SafePatch. SafePatch takes advantage of a
few command utilities to provide key functionality. These utilities are incorporated in SafePatch to
make their use almost transparent. Although all of these tools are freely available in the public
domain, rules governing their redistribution vary. You must obtain some of these utilities directly



from the source and place them in the C:\SafePatch\supportUtils directory. In particular you will
need to install one or more of the evaluation tools you want SafePatch to use. The supported
evaluation tools are HFNetChck and Mbascli. Please see Appendix E Support Utilities for detailed
information about the support utilities used by SafePatch for Windows. Included in the
c:\SafePatch\doc\user directory of the distribution is an html file, SupportUtilsReadme.html, which
includes information about the support utilities, including installation instructions, and links to the
sites for obtaining them.

You have now successfully installed SafePatch for Windows and are ready to run it.



2.3 Starting SafePatch for Windows

To run SafePatch execute the SafePatch.bat file from the Windows™ file explorer or from a command
prompt window. After SafePatch has finished its initializations, the following window will appear.

[e€ safePatch =10 x|
SafePatch for Windows

“wWersion 1.0_22

To display the main SafePatch display, click the left mouse button on the picture of the safe. You can
return to the previous display at any time by left clicking on the Minimize button on the bottom of the
SafePatch window. The main SafePatch display provides six tabbed panels: Jobs, Targets, Evaluations,

Patches, Packaged Updates and Settings.

g [=[ 3]

~Joh M:

Start Time: April 08, 2003 11:23:47 AM Current Time: April 08, 2003 11:31:32 AM

Number of Jobs: 002 Selected Job: nfa

|n] | Mame | Status | Mext Run
3 ML Ve kly |The XML Database was updated. |April 16, 2003 11:30:16 AM
4All Targets Weekly | Evaluating Target |April 16, 2003 11:31:18 AM

| MewTargetdob || NewHostyob || ViewEditsob | | DeleteJob




2.4 Creating A Host Job to Get the Latest Evaluation Database
You are now ready to create a host job to periodically update the evaluation database from Microsoft™.

1. From the Jobs tabbed panel select the New Host Job button located at the bottom of the panel.

|
Host Job
Attributes Schedule
Begin

(@ As Soon As Possible

' At Specified Time

Job Hame: Evaluation Database Update |

Frequency
Operations
» Once
/8 Update Evaluation Database Interval
) Update Evaluation Tool | 7| Days
) Update Local Patch Database | 0] Hours
® Repeat | 0| Minutes
| 0| Seconds
| 0| Milliseconds
‘ Apply | | Cancel |
Create | | Cancel |

2. Type in a name for the job in the Job Name field in the upper left corner of the Host Job panel.

Select the Update Evaluation Database radio button in the Operations section.

4. In the Schedule section select the As Soon As Possible radio button in the Begin box, so that a new
evaluation database will be retrieved as soon as the host job is created.

5. In the Frequency box, select the Repeat radio button and type in 7 in the Days field to have this job
repeat once every week.

6. Press the Apply button in the Schedule section.

7. Press the Create button on the bottom of the Host Job panel.

W

This completes the creation of the host job. You should see the host job executing on the Jobs tabbed
panel, which will download a new evaluation database file if a more current one is available.




2.5 Adding Targets

The next step is to define a list of targets, either individual computers or groups of computers to evaluate
and update.

1. Select the Targets tabbed panel.

ESafePatch 10l |
Q Targets

- Target M:

Mumber of Target Computers: 5

Mumber of Target Groups: 1]

Total Number of Targets: &

Targets Status

w2kpro/192.168.1.20 Idle

=) w2ksp1/192.168.1.51 Idle

=

|2 w2ksp2/192.168.1.52 Idle Add Target Computer...
=) w2kserveri192.168.1.21 Idle

=) w2ksp3/192.168.1.53 Idle

Add Target Group...
Modify Target Group...

Press the Add Target Computer Button... to start adding computers that you want to evaluate and
update.

Type in the name of a computer in the Add Target Computer dialog box.

Select the OK button and the computer will be added to the list of targets.

Repeat steps 2 through 4 for each computer you want to evaluate and update.

Press the Add Target Group Button... to create a group of computers to schedule as a unit.

Sk w



& Add or Modify Target Group x|

Target Group Hame Mew Target Group

=] w2kproi192.168.1.20
=) woksp1/192.168.1.51 Add <>
=) woksp2i192.168.1.52
=] w2kserver192.168.1.21
=) woksp3/192.168.1.53

<= Remowve

Save As... || Cancel

7. Select all of the target computers from the list of available computers on the left side and add them to
the list of selected computers on the right side by pressing the Add => button in the middle.

8. Press the Save As... button on the bottom of the dialog box.

9. Type in the name ALL to create a target group named ALL.

10. Press the OK button to complete the group creation.

You have now created a list of targets which includes individual computers and a group named ALL
which contains all of the computers that you defined.

2.6 Creating a Target Job

The final step in setting up SafePath to evaluate your Windows™ computers is to create a target job.

1. From the Jobs tabbed panel select the New Target Job button located at the bottom of the panel.

Target Job
Attributes Schedule
Begin
Joh Name:|EvaIuate All | @ As Soon As Possible
TargetTarget Graup:| B3 aLL - |
"1 At Specified Time
Operations
Fregquency
# Evaluate OF and V3 Applications D
# Update the Local Patch DB from MS el
# Create a Patch Package (zip) 7| Days
0| Hours
Note: Slienect 0] Minutes
--Package includes needed patches, utilz, and scripts 1l Seconds
0| Milliseconds
| Apphy | | Cancel |
| Create | | Cancel |

2. Type in a name for the job in the Job Name field in the upper left corner of the Target Job panel.
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Select the target group ALL from the Target/Target Group drop down list.

4. In the Schedule section select the As Soon As Possible radio button in the Begin box, so that the first
evaluation and installation package will be created as soon as the target job is created.

5. In the Frequency box, select the Repeat radio button and type in 7 in the Days field to have this job
repeat once every week.

6. Press the Apply button in the Schedule section.

7. Press the Create button on the bottom of the Target Job panel.

This completes the creation of the target job. You should see the target job executing on the Jobs tabbed

panel and see running indications in the other tabbed panels as it progresses through the job. After the
target job completes you can view the results from each of the steps in the various tabbed panels.

2.7 Viewing the Packaged Updates (Installation Packages)

B ~1ol x|
( J Jobs [/Q Targets ( [ Evaluations ( * Patches ( £ Packaged Updates ( % Settings
Update Package Manager
Update Package Results Directory: ClSafePatchiupdateDBiresults
Packaging For Target: Currently Mot Packaging
File Selected: CiSafePatchiupdateDEresultswiksplw2kspl_2003_04_09 at 13 49 43.7ip
7 results (a) §§ Contents Of File C:SafePatchupdateDBresults'w2ksp1'w2ksp1_2003_04_09_at_13_49_43.zip
@ [ w2kpro (4) ‘| gchain.exe
@ [ wlkserver (4) ‘|| Install_2003_04_09_at_13_49_43.bat

@ T wakspl (7)
[ waksp1_2003_03_17_at_08_22_44 zip
[ wiksp1_2003_03_17_ai_10_23_35.zip
[ waksp1_2003_03_17_at_11_15_34 zip
[ waksp1_2003_03_19_at_09_31_48 zip
[ waksp1_2003_03_19_at_09_56_13zip
[ waksp1_2003_03_19_at_10_07_13.zip
[ lwaksp1_2003_04_09_at_13_49_43 zip

& [ wlksp2 (4)

& [ wlksp3 (4)

| u251170_w2k_sp1_x86_en.exe
| u257870_w2k_sp1_xB86_en.exe
‘|| 0260197_w2K_SP1_x86_en.EXE
|| u259622_w2k_sp1_x86_en.exe
Q2509728_W2K_SP1_x86_en.EXE
Q260219_W2K_SP1_x86_en.EXE
Q262694_W2K_SP2_x86_en.EXE
‘| 0269239_w2K_SP2_x86_en.EXE
‘| 0269049_wW2K_SP2_x86_en.EXE
‘| 0269523_wW2K_SP2_x86_en.EXE
‘| 0269600_wW2K_SP1_x86_en.EXE
‘|| 0272736_wW2K_SP2_x86_en.EXE
‘| 0272303_w2K_SP2_x86_en.EXE
‘| Q270676_W2K_SP2_x86_en.EXE
‘| 0266433_W2K_SP2_x86_en.EXE
‘|| 4200706_w2k_sp3_x86_en.exe
i/ 0276471 W2K_SP3_x86_en.EXE
‘|| 4278511_w2k_sp2_x86_en.exe
‘| 0266794_W2K_SP2_x86_en.EXE
‘|| 0280838_W2K_SP2_x86_en.EXE
‘|| 4285083_w2k_sp2_x86_en.exe
‘| 0267843_W2K_SP2_x86_en.EXE
criupd.exe

7].Q296185 W2K SP3 x86 en.EXE

4]

After the target job created in the previous section completes, a zip file will be created for each of the
target computers in the ALL target group. You can browse the zip files created using the Packaged
Updates tabbed panel. The directory containing the latest zip file created for each of the computers
evaluated is displayed in the Update Package Results Directory field. The zip files are named <target
computer name>.zip, where <target computer name> is the name that you entered when creating the
target computer. Also contained in the update package results directory are subdirectories corresponding
to the target computers. These target computer subdirectories contain copies of all of the zip files created
for each of the computers. Please see section 9 Interpreting The SafePatch Evaluation Results for the
recommended use of the target job results.




3 Jobs Panel

[ safePatch =101 x|
( J Jobs (@ Targets ( [ Evaluations ( * Patches ( (% Packaged Updates ( % Settings
Job Manager
Start Time: April 08, 2003 11:23:47 AM Current Time: April 08, 2003 11:31:32 AM
Number of Jobs: 002 Selected Job: nfa
|n] | Mame | Status | Mext Run |
3HML Weekly The ¥ML Database was updated. April 16, 2003 11:30:16 AM
4|All Targets Weekly @ Evaluating Target April 16, 2003 11:31:18 AM
New TargetJob || MewHostJob || ViewEdityob | | Delete Job

The Jobs panel schedules and monitors two types of jobs: target jobs and host jobs. Target jobs schedule
the evaluation, downloading of patches and creation of packaged updates for the target computers being
managed. Host jobs download the latest Microsoft™ patch database file or patch evaluation tools used by
the host computer (the computer on which SafePatch is being run).

The Start Time field in the top left-hand corner indicates the time and date the SafePatch program was
last started. The Current Time field in the top right-hand corner shows the current date and time being
used by your computer.

The next two fields from the top Number of Jobs and Selected Job indicate the total number of jobs and
the currently selected job respectively. You can select a job by clicking on it in the table below these
fields. The selected job can then be viewed in detail by clicking on the View/Edit Job button located
below the table or it can be deleted by clicking on the Delete Job button.

The table in the middle of the panel displays the jobs that have been scheduled including its job identifier,
the user specified name, the status of the job and the next run time. The next run time is the next time the
job is scheduled to run. For onetime jobs that have already completed (i.e., the job will no longer be run),
the next run time displays the time the job ran.

The New Target Job button and the New Host Job button start the Target Job and Host Job panels
respectively. The Target Job and Host Job panels are used for creating new jobs.



3.1 Target Job Panel

Target Job
Attributes Schedule
Begin
Joh Name:|EvaIuate All | @ As Soon As Possible
TargetTarget Graup:| B3 aLL - |
"1 At Specified Time
Operations
Fregquency
# Evaluate OF and V3 Applications D
# Update the Local Patch DB from MS el
# Create a Patch Package (zip) 7| Days
0| Hours
Note: Slienect 0] Minutes
--Package includes needed patches, utilz, and scripts 1l Seconds
0| Milliseconds

| Apphy || Cancel |

| Create || Cancel |

The Target Job panel is used for creating new target jobs. It is started from the Jobs tabbed panel by
pressing the New Target Job button. The Job Name field provides a place for you to type in a descriptive
name for the target job. This is the name that is displayed on the main Jobs panel for the job or when you
choose to view the job.

The Target/Target Group drop-down selection list allows you to select a target computer or group to
associate with this target job. You simply click on the selection list field and the available targets will be
displayed. Select the desired target by moving to it with the cursor, which will highlight it.

The Operations section specifies the operations that will be executed by the target job. The target job will
be evaluated for operating system and Microsoft™ application patches, the required patches will be
downloaded and a patch package (update package zip file) will be created for the computers.

The Schedule section of the Target Job panel allows you to specify when and how often the target job
runs. First you select when the job should initially start by filling in the Begin section. You can either
select the As Soon As Possible radio button to start the job as soon as it is created or the At Specified
Time radio button to specify the starting date and time using the Initial Time fields. The next step is to
specify how often the job should be run by filling in the Frequency section. Select either the Once radio
button to have the job run only one time or the Repeat radio button to have it run periodically at the
interval specified by the Interval fields. After the Schedule has been selected, press the Apply button to
use the schedule specified. When filling in values for the schedule, you can press the Cancel button to
revert back to the last schedule applied.

When you are finished, press the Create button on the bottom of the Target Job panel to create the job.
To close the panel without creating a new job, press the Cancel button.
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3.2 Host Job Panel

x|
Host Job

Attributes Schedule

Begin
(@ As Soon As Possible

' At Specified Time

Job Hame: Evaluation Database Update |

Frequency
Operations
» Once
/8 Update Evaluation Database Interval
) Update Evaluation Tool | 7| Days
) Update Local Patch Database | 0] Hours
® Repeat | 0| Minutes
| 0| Seconds
| 0| Milliseconds
‘ Apply | | Cancel |
Create | | Cancel |

The Host Job panel is used for creating new host jobs. It is started from the Jobs tabbed panel by
pressing the New Host Job button. Host jobs download the latest Microsoft™ patch database file or patch
evaluation tools used by the host computer (the computer on which SafePatch is being run).

The Job Name field provides a place for you to type in a descriptive name for the target job. This is the
name that is displayed on the main Jobs panel for the job and when you choose to view the job.

The Operations radio button section allows you to select whether this host job updates the patch database
file, the evaluation tool from Microsoft™, or updates the database of patches downloaded from
Microsoft™. The Update Local Patch Database option downloads patches based on all the evaluation
files generated and stored in the evaluation directory. This feature is useful for gathering patches for
systems that are not connected to the internet (e.g. a classified network).

To gather patches for such systems, copy the evaluation files from the isolated network or computer and
place them on a computer connected to the internet. On the Settings tabbed panel, change the evaluation
directory to point to the directory where you copied the evaluation files. Next, run an Update Local Patch
Database host job to collect the necessary patches. Then copy the patches to the isolated network or
computer and run a target job to evaluate and create the update packages (patch zip files) for the isolated
computers.

The Schedule section of the Host Job panel allows you to specify when and how often the host job runs.
First, select when the job should initially start by filling in the Begin section. You can either select the As
Soon As Possible radio button to start the job as soon as it is created or the A¢ Specified Time radio
button to specify the starting date and time using the Initial Time fields. The next step is to specify how
often the job should be run by filling in the Frequency section. Select either the Once radio button to
have the job run only one time or the Repeat radio button to have it run periodically at the interval
specified by the Interval fields. After the schedule has been selected, press the Apply button to use the
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schedule specified. When filling in values for the schedule, you can press the Cancel button to revert back
to the last schedule applied.

When you are finished, press the Create button on the bottom of the Host Job panel to create the job. To
close the panel without creating a new job, press the Cancel button.

3.3 Job Properties Panel

E{Target Job Properties X
Job Properties

Job ID: 002

Jobh Name: All Targets Weekly Schedule

Job Type: Create Package of Patches for Target
Begin

Target Hame: ALL TARGETS
IP Address TiA

Status:
Current: @ Creating Target Installation Package for w2ksp2/192.168.1.52 (3 0...

Run # | Status |
u] ldle Frequency
1 Starting to create the Target installation package
1 Creating Target Installation Package forw2kprof 92 168.1.20 (1 of &)
1
1

Creating Target Installation Package forw2ksp1i1 92 168.1.591 (2 of 8)
Creating Target Installation Package forw2ksp2i1 92.168.1.52 (3 of 9)

# Times Run: 001
Last Run:  April 10, 2003 04:12:47 PM
#Listeners: 003 Next Run:  April 17, 2003 04:12:47 PM

The Job Properties panel displays detailed information about the job. It is started from the Jobs tabbed
panel by selecting a job from the table and pressing the View/Edit Job button. The Job Properties panel
displays detailed information about the selected job. The upper left-hand corner displays the user
specified job name, the type of job, the computer or computer group associated with the job and the IP
address of the computer associated with the job. The status section in the lower left-hand corner displays
a history of the job. The right-hand side of the Job Properties panel displays the scheduling information,
number of times it has run and the last and next time the job is scheduled to run.

3.4 Delete Job
The Delete Job button on the bottom of the Jobs tabbed panel deletes any selected jobs in the job table. It

will also delete any onetime jobs from the job table that have been completed, since they no longer will be
scheduled to run.
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4 Targets Panel

ESafePatch ]
( J Jobs [/Q Targets ( [ Evaluations ( * Patches ( £ Packaged Updates ( % Settings

Target Manager

Mumber of Target Computers: 5
Mumber of Target Groups: 1]

Total Number of Targets: &
Targets Status 0
,@_, w2kpro/192.168.1.20 Idle
El w2ksp11192.168.1.51 Idle
2 w2ksp2/192.168.1.52 ldle Add Target Computer...
= w2kserver/192.168.1.21 Idle
El w2ksp3i192.168.1.53 Idle
Add Target Group...
Modify Target Group...
Delete

The Targets tabbed panel is used for managing the targets, either individual target computers or target
groups. The target computers are computers that you have administrator rights on that you want to
evaluate, download patches, and create packaged updates (see Appendix B Administrator Privileges for
details on how to establish administrator rights). A target group is a collection of target computers that
can be scheduled in a job as a unit.

The top portion of the Targets tabbed panel contains statistics on the number and types of targets
available. The middle portion contains a table of the names and IP addresses of the targets and their
current operating status. Target computer names are displayed in lowercase, have an icon with a single
computer, and display the IP address. Target group names are displayed in uppercase and have an icon
with two computers. Targets can only be associated with one job. If a target is associated with a job, its
name will be displayed dimmed.

The buttons to the right of the table allow you to manage the targets. The Add Target Computer... button
starts the Add Target Computer dialog box requesting the name of a computer you want to add to the list.
Type in the name of a computer and select the OK button and the computer will be added to the list of
targets.

The Add Target Group... button starts the Add or Modify Target Group dialog box.
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& Add or Modify Target Group _ x|

Target Group Hame Mew Target Group

=] w2kproi192.168.1.20
=) woksp1/192.168.1.51 Add <>
=) woksp2i192.168.1.52
=] w2kserver192.168.1.21
=) woksp3/192.168.1.53

<= Remove

Save As... || Cancel

The Add or Modify Target Group dialog box lists the computers in the target group in the right-hand
panel and the list of available computers in the left-hand panel. Select computers in the left-hand panel
and press the Add => button to add computers to the group; select computers in the right-hand panel and
press the <= Remove button to remove computers from the group. A computer whose name is dimmed
indicates the computer is currently associated with an existing job. Being associated with an existing job
does not prevent it from being added or removed from the group. To save the group, press the Save As...
button and you will be prompted for a name. Type in a name for the group and press the OK button to
create the group. To exit the Add or Modify Target Group dialog box without creating a target group
press the Cancel button.

Selecting one or more target groups and pressing the Modify Target Group... button also starts the Add
or Modify Target Group dialog box displaying the current members of the selected target group. The
Save button is available in addition to the Save As... button, enabling you to save the group with the same
name after modifying it.

To delete targets from the list of available targets, select them from the target table in the middle of the
Targets tabbed panel and press the Delete button on the lower right portion of the panel. Targets that are
associated with a job are displayed dimmed and cannot be deleted. The jobs associated with these targets
must be deleted first before the target can be deleted. If you try and delete a target computer that is part of
a target group, you will be warned that it is part of a group and it will automatically be removed from the
group if you confirm the deletion.
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5 Evaluations Panel

|E% SafePatch : 10l |
( J Jobs [/Q Targets ( [ Evaluations ( * Patches ( £ Packaged Updates ( % Settings

Evaluation Manager

Evaluation Tool Directony:  ChSafePatchizsupportltils  Bvaluation Results Directory:  C\SafePatchieval DB
Current Evaluation Tool:  mbsacliexe

Evaluation Tool
) Hinetchk v3.2
) HfnetchkProv3.83 Evaluating Target: Currently Mot Evaluating
™) MbsaCliv3.81
[ results (5) ‘| -Evaluation Results
@ O3 w2kpro (4) =] w2Ksp1
@ [ w2kserver (4) :
@ T wikspl (7) Results File Evaluator
[y w2ksp1_2003_03_17_at 08 22_37.eval Name: w2ksp1_2003_04_09_at 13_48 31 .eval Tool: hffietehk exe
D wi2ksp1_2003_03_17_at_10_23_29.eval | 3| | Date: April 09, 2003 01:49:37 P Yersion: 3.81
DW2k5p1_2003_03_1 7_at_11_15_19.eval §§ Size: 8,137 hytes Parser: HFMetChkParser
[ w2ksp1_2003_03_19_at_09_31_40.eval Status | Bulletin__ | Q MNumber | Product I
D w2kspl_2003_03_19_at_09_56_04 eval Warning I8 I8 WINDOWS 2000 GOLD
DW2k8p1_2003_03_1 9_at_10_07_05.eval MOT Found MS00-006 251170 WINDOWS 2000 GOLD
D MOT Found M500-021 257870 WINDOWS 2000 GOLD
w2kspl_2005 0409 at 13 49 31.8val) ol |NoTFound  |MSD0-020 |260197 WINDOWS 2000 GOLD
© [ w2ksp2 (4) MOT Found M500-027 259622 WINDOWS 2000 GOLD
O [ wlksp3 (4) MOT Found M500-029 259728 WINDOWS 2000 GOLD
A [MOT Found MS00-032 260219 WINDOWS 2000 GOLD
MOT Found MS00-036 262694 WINDOWS 2000 GOLD
MOT Found MS00-047 269239 WINDOWS 2000 GOLD
NOT Found MS00-052 269049 WINDOWS 2000 GOLD
MOT Found M500-053 269523 WINDOWS 2000 GOLD
MOT Found MS00-062 269609 WINDOWS 2000 GOLD —
ELCT Dol RAC OO OEE ko Bk B ] =3 MMM TS OO0 Sl Ty >

The Evaluations tabbed panel provides information about the evaluation of the target computers. The top
portion of the panel contains the following fields.

Evaluation Tool Directory The directory containing the tools used for evaluating the target
computers. The currently supported tools are Hfnetchk,
HfnetchkPro, and MbsaCli. The tools you wish to use with
SafePatch should be installed in this directory.

Evaluation Results Directory The directory where the evaluation reports and the Microsoft™
patch databases are stored.

Current Evaluation Tool The name of the evaluation tool currently being used by SafePatch.

Evaluation Tool The radio box selection for choosing which evaluation tool should
be used by SafePatch.

Evaluating Target The target computer currently being evaluated.

The split pane on the Evaluations tabbed panel displays a results tree organized by target computer name
on the left side. As you navigate the results tree, information about the directory or an Evaluations
Results panel is displayed on the pane on the right corresponding to the selected node in the tree. The
directory names correspond to the computer names whose evaluation results the directory contains. The
number in parenthesis next to the computer name indicates how many evaluation results files are in the
directory.

The Evaluations Results panel displays information about a results file. The top portion of the panel
displays information about the target computer being evaluated, the name and statistics for the results file,
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and the evaluation tool used to generate the evaluation results file. The table on the bottom of the panel
displays information from the content of the results file. It displays the reported status, the applicable
bulletin number, the Microsoft™ assigned Q Number and the affected product. Clicking on a row in the
table brings up a detailed summary of the information from the selected entry in the results file. See
section 9 Interpreting The SafePatch Evaluation Results for detailed information on interpreting and
using the evaluation results.

[EfMs02-042: x|

Fvaluation Resulis

Bulletin:
ME0z-042

0 Humber:
326886

Product:

WINDOWS Z000 3P:2

Machine Hame:
WZK3P2 (192.1658.1.52)
IP:
192.1658.1. 52
Status:
NOT Found
Reason:

File “\wZkspZ'\Ce\WINNT\systeniZinetman.dll has a file
version [5.0.2195.2779] that iz less than what iz expected
[5.0.2195.59747,
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6 Patches Panel

|E% SafePatch

( J Jobs (@ Targets ( [ Evaluations ( * Patches ( (% Packaged Updates ( % Settings

Patch Manager

Callection Order

Patch Directory: cisafepatchipatchDEL Gather Patch File:
Knowledge Base File:

Collecting for Target:

Knowledge Base Directony:  cilsafepatshievalDBlmi_dhi | ® CheckMS Firt
Collection Results Directory: cisafepatchipatchDBElresultsl | ) Check Lacal Db First

( @ Local Patch DB ( %&’9‘@; Knowledye Base ( 5& Collection Results
T

Currently Mot Gathering Patches

g [=[ 3]

| mssecure.xmi

i |

Currently Mot Gathering Patches

[ patchDE (27, 70 |
© [ ms0z-001 (1, 1)
&[] ms02-006 (1, 4)
© [ rs02-008 (2, 1)
&[] ms0z-008 (1, 3
© [ rs02-013 (1, 2)
& ms0z-014 (1, 3)
© [ rs02-017 (1, 4)
[ ms0z-024 (1, 3)
I ms02-029 (1, 4)
[ ms02-032 (1, 4
@ [Ams02-042 (1, D

©- [ 4326886 (2,
&9 ms02-045 (1, 4)

ms02-042

Path: c:‘safepatch\patchDB\ms02-042
Date: February 18, 2003 04:15:02 PN
Humber of QHumbers: 1
Humber of Patches: 2

Abtributes
# DulletinlD = ME02-042

# BulletinlocationID =73
# FAQLocationID =73

&9 ms02-047 (1,13
&9 ms02-048 (1, 4)

&[] ms02-055 (1, 6
&I ms02-063 (1, 3)

# FaQPagelName = FQU2-042
: # Title = Flaw in Network Connection Manager Could Enable Privilege Flevation (Q326336)
© [ ms02-050 (2,5} | |7 # DatePosted = 2002/08/15
© [ ms02-051 {1, 1) # DateRevised = 2002/08/15
i ® Supported = Yes
# Summaty = The Network Connection Manager (NCWD provides a controlling mechanism for all network
connections managed by a host systern. Arnong the functions of the NCW is to call a handler routine =

The Patches tabbed panel displays information about patches and the Microsoft™ patch database file,
mssecure.xml. The top portion of the panel displays the following information.

Patch Directory

The directory where the collected patches are stored.

Knowledge Base Directory

The directory where the Microsoft™ patch database files
(mssecure.xml) are stored.

Collection Results Directory

The directory containing the log files for the patch collecting (i.e.
downloading/gathering).

Collection Order

Radio button specifying whether to check the Microsoft™ website
or the local database (Local Patch DB) first when collecting
patches. You would check the local database first if you were
interested in getting the fastest retrievals. You would check
Microsoft™ first if you suspect that Microsoft™ may have
updated patches without changing the ms and g numbers for the
patch and always wanted to check the Microsoft™ site for the
latest patch.

Gather Patch File

The name of the current patch being collected.

Knowledge Base File

Selection of the version of the Microsoft™ patch database to be
used for evaluating of computers and collecting of patches.

Collecting for Target

The target computer whose patches are currently being collected.
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6.1 Local Patch DB

The Local Patch DB panel is a split pane panel that allows you to browse the local database of patches
collected (i.e. downloaded/gathered). The left pane displays the patch tree organized by bulletin identifier.
The number pair in parenthesis on a node represents the number of child nodes and the number of patches
contained within the node. Clicking on a bulletin identifier node (msxx-xxx) displays information from
the bulletin in the right pane. Clicking on a node corresponding to a patch displays detailed information
about the patch.

6.2 Knowledge Base

=0l x|
( J Jobs (@ Targets ( [ Evaluations ( * Patches ( (% Packaged Updates ( % Settings
Patch Manager
Patch Directory: cisafepatchipatchDEL Follection Qrder Gather Patch File: Currently Mot Gathering Patches
Knowledge Base Directory:  ci\safepatchievalDElmi_dhi | ® GheekMS Firt Knowledge Base File: | mssecure.zml -
Collection Results Directory: clsafepatchipatchDBEUresultsl | ) Check Local Db First Collecting for Target:  Currenily Not Gathering Patches
( @ Local Patch DB ( ;’%’9@ Knowledge Base ( * Collection Results
73 BulletinDatastore (12 - -
@ ] Bulleting (319) Bulletin

% 3 Bulletin { MS98-001 ) | Attribastes
[y BulletinComments i

@ 3 aMumbers (1)

@ [ Patches (1)
© 9 Bulletin ( MS98-002 )
© 9 Bulletin { MS98-003 )
© 9 Bulletin { MS98-004 )
© 9 Bulletin { MS98-005 )
© 9 Bulletin { MS98-006 )
© 9 Bulletin { MS98-007 )
© 9 Bulletin ( MS98-008 )
© 9 Bulletin { MS98-009 )
© 9 Bulletin ( MS98-010)
© 9 Bulletin ( MS98-011 )
© 9 Bulletin ( MS98-013)
© 9 Bulletin ( MS98-015)
© 9 Bulletin { MS98-016 )
© 9 Bulletin ( MS98-019)
© 9 Bulletin { MS98-018)

# BulletinlD = M3P8-001

# Bulletinl.ocationDy = 73

# FAQLocationID =73

# FAQPageMame = FQU8-001

# Title = Dizabling Creation of Local Groups on a Dotnain by Non-Administrative
Users

# DatePosted = 1998/06/01

# DateRevised = 1009/03/24

# Supported = Yes

# Suminary = The ability for non-adrnirdstrative users to create aliases on the
dotniain could be abused if they create a large number of local groups in the
domain and cause the size of the account database to grow without
restrictions. Unlirmited local group creation could crash the domain controller
and lead to excessive network traffic due to the replication of local group
infortnation to backup domain controllers.

& [551r =

The Knowledge Base panel allows you to browse the information contained in the Microsoft™ patch
database file (mssecure.xml). The panel consists of a split pane panel with a tree display of the nodes in
the database file in the left pane and information about the selected node in the right pane. Double
clicking on some of the field names in the right pane will bring up more detailed information about the
selected field.
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6.3 Collection Results

y SafePatch

3 =10l ]
* Patches
~Patch
Patch Directony: CiaSafePatchipatchDEL AR I Gather Patch File: Currently Mot Gathering Patches
Knowledge Base Directory:  CiSafePatchievalDBliml_dby | @ Check S First Knowledge Base File: mssecure.xml = ¥
Collection Results Directory:  CliSafeFatchipatchDBWesultsl | () Check Local Db First Collecting for Target:  Currently Mot Gathering Patches

* Collection Results

7 results (5)

@ [ wi2kpro (5) wlkspl
o [ wlkserver (5) :

G’Ijﬂ?l@ft@)_l Path: C:%SafePatchipatchDE\resultsiwzkspl

@ [ wiksp2 (5) Date: April 05, 2003 01:49:37 PHM

@ 9 w2ksp3 (5) ‘|mumber of Resuit Files: 8

: Description: The results of the various atternpts at collecting patches for this target is contained in this folder. The
information in the individual files is used to create the Installation Packages for this target. Additional information is
“| provided to help inprove the accuracy of the collection and packaging process.

The Collection Results panel allows you to view the collection results files, which displays a history of the
collections performed organized by the target computers for which they were collected. The panel consists
of a split pane which displays a results tree in the left pane and information about the selected node in the
right pane. The computer nodes in the results tree display the number of collection results files for that
computer in parenthesis after the name of the computer. The right pane displays either information about

the target computer directory or the contents of the collection results file depending on what kind of node
is selected in the results tree.
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7 Packaged Updates Panel

|E% SafePatch : 10l |
( J Jobs [/Q Targets ( [ Evaluations ( * Patches ( £ Packaged Updates ( % Settings
Update Package Manager
Update Package Results Directory: ClSafePatchiupdateDBiresults
Packaging For Target: Currently Mot Packaging
File Selected: CiSafePatchiupdateDEresultswiksplw2kspl_2003_04_09 at 13 49 43.7ip
7 results (a) §§ Contents Of File C:SafePatchupdateDBresults'w2ksp1'w2ksp1_2003_04_09_at_13_49_43.zip
@ ] wkpro (4 ‘| gchain.exe
@ [ wlkserver (4) ‘|| Install_2003_04_09_at_13_49_43.bat

@ T wakspl (7)
[ waksp1_2003_03_17_at_08_22_44 zip
[ wiksp1_2003_03_17_ai_10_23_35.zip
[ waksp1_2003_03_17_at_11_15_34 zip
[ waksp1_2003_03_19_at_09_31_48 zip
[ waksp1_2003_03_19_at_09_56_13zip
[ waksp1_2003_03_19_at_10_07_13.zip
[ lwaksp1_2003_04_09_at_13_49_43 zip

& [ wlksp2 (4)

& [ wlksp3 (4)

‘| 4251170_w2k_sp1_x86_en.exe
|257870_w2k_sp1_x86_en.exe
Q260197_W2K_SP1_x86_en.EXE
259622 _w2k_sp1_x86_en.exe
Q2509728_W2K_SP1_x86_en.EXE
Q260219_W2K_SP1_x86_en.EXE
Q262694_W2K_SP2_x86_en.EXE
Q269239_W2K_SP2_x86_en.EXE
‘| 0269049_wW2K_SP2_x86_en.EXE
‘| 0269523_wW2K_SP2_x86_en.EXE
‘| 0269600_wW2K_SP1_x86_en.EXE
‘|| 0272736_wW2K_SP2_x86_en.EXE
‘| 0272303_w2K_SP2_x86_en.EXE
‘| Q270676_W2K_SP2_x86_en.EXE
‘| 0266433_W2K_SP2_x86_en.EXE
‘|| 4200706_w2k_sp3_x86_en.exe
i/ 0276471 W2K_SP3_x86_en.EXE
‘|| 4278511_w2k_sp2_x86_en.exe
‘| 0266794_W2K_SP2_x86_en.EXE
‘|| 0280838_W2K_SP2_x86_en.EXE
‘|| 4285083_w2k_sp2_x86_en.exe
‘| 0267843_W2K_SP2_x86_en.EXE
criupd.exe

7].Q296185 W2K SP3 x86 en.EXE s

The Packaged Updates tabbed panel displays information about the packaged updates (installation zip
files). The top portion of the panel displays the following information.

Update Package Results Directory | The directory containing the latest packaged updates (installation
zip files) created for each of the computers evaluated. The zip
files are named <target computer name>.zip, where <target
computer name> is the name that you typed when creating the
target computer.

Also contained in the Update Package Results Directory are
subdirectories corresponding to the target computers. These
target computer subdirectories contain dated copies of all of the
zip files created for each of the comnuters

Packaging For Target The target computer for which an update package is currently
being created.
File Selected The name and directory location of the file selected in the update

package tree in the split pane panel.

The bottom section of the Packaged Updates tabbed panel displays a split pane panel, which allows you to
browse the available update packages. The left pane contains the update package tree organized by target
computer. Selecting a node displays either information about the directory selected or the update package
selected depending on the type of node. When viewing an update package file, a listing of the contents of
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the update package is displayed in the right pane. Clicking on the ReadMe<date>.html file, where <date>
is the date it was created, causes the ReadMe file to be displayed in a separate panel. Clicking on
Install<date>.bat will display the installation batch file in a separate panel.
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8 Settings Panel

ESafePatch

( J Jobs [/Q Targets ( [ Evaluations ( * Patches ( £ Packaged Updates ( % Settings

Host Configuration
Identity

Operating System

Java Virtual Machine

SafePatch System Properties

wiksp3
FQON: r w2ksp3d.mstestt
IP Address: 192.168.1.53

{.Inl.goy

0S Platform: YWindows 2000
Patch Level: Service Pack 3

Version: 1.4.1_02-h0&
Vendor: Sun Microsystems Inc.

=10 ]

Parameter Mame

| Farameter Value

Logging Level

Fatch Directary
Evaluation Directary
Installation Directary
Suppart Utilies Directory
Update Packages Directory
Images Directary
SafePatch Version
Ferszistance Directary
Log File Directary
Temporary Directory

WWARNING
CASafePatchipatechDE
CiSafePatchievalDB
CiSafePatch
CASafePatchizuppartitils
CASafePatchupdateDBE
\ciaclzafepatchlimages
Wersion 1.0_22
CASafePatchipersist
CA\SafePatchilogFiles
CASafePatchitemp

The Settings tabbed panel displays configuration and setting information for SafePatch for Windows. The
top portion of the panel displays information about the computer on which SafePatch for Windows is

running (i.e. the host computer). Information includes the host name and IP address, the operating system
and version, and the java virtual machine being used.

The bottom portion of the panel displays the SafePatch configuration parameters/properties table. Some
of the parameters can be modified, others are for display only. The parameters and their definitions are as

follows.
Parameter Name Description Modifiable

Logging Level Controls the level of messages that are logged to the yes
application log. The application log provides
information for tracking the status history of SafePatch
operations performed. The logging levels range from
OFF (no logging) to ALL (log all messages).

Patch Directory The directory where patches are collected and saved. yes

Evaluation Directory The directory where the evaluation reports and the yes
Microsoft™ patch databases are stored.

Installation Directory Root directory where SafePatch is installed. The only no

way this value can be changed is with the command
line option —id. See Appendix C SafePatch Command
Line for more details.
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Support Utilities Directory Directory containing utility programs used by no
SafePatch (e.g. the evaluation engines). This is a fixed
directory relative to the Installation Directory.

Update Package Directory Directory containing the update packages that were no
created. This is a fixed directory relative to the
Installation Directory.

Images Directory The directory where the icons used by SafePatch are no
stored. This is a fixed directory relative to the
Installation Directory.

SafePatch Version The version of SafePatch for Windows that is running. no

Persistence Directory The directory where information stored between no
invocations of the SafePatch program is stored. This is
a fixed directory relative to the Installation Directory.

Log File Directory Directory where log files are stored. This is a fixed no
directory relative to the Installation Directory.
Temporary Directory Directory where temporary files are stored. This is a no

fixed directory relative to the Installation Directory.

To change one of the parameters, left click on the Parameter Value and an editor for that value will be
presented. After you have made your parameter changes, left click the Apply button on the bottom to
apply the changes. Left click the Reset button to discard the current parameter changes.
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9 Interpreting The SafePatch Evaluation Results

This section describes the evaluation results and how to interpret them. Items 1 — 3 contain recommended
steps for using the results produced by running a Target Job.

1)

Select the Evaluations tabbed panel and look at the most recently generated evaluation results
generated for the machine of interest. Clicking on any row in the evaluation results will display more
detailed information.

2)

Look for rows in the report with a status of Information and click on them. These rows will provide
you with information about the evaluation. For example the error message “Error: Admin
rights are required to scan” is displayed when you do not have administrator rights for
the evaluated target computer and you click on the row.

3)

Look for rows in the report with a status of Warning and click on them. These rows typically contain
information informing you to upgrade the target computer to the latest service packs. It is
recommended that you install the specified service packs and then reevaluate the target computer by
scheduling another target job once the service packs have been installed. Patch evaluation of the
target computer is dependent on the service pack level that is installed.

4)

Rows with a status of NOT Found correspond to patches that will be downloaded and included in the
target computer’s update package.

5)

Rows with a status of Note usually refer you to additional bulletin or knowledge base articles and do
not contain information critical to the use of SafePatch.
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Appendix A Glossary

Evaluation Database

The Microsoft™ XML file that specifies the
patches available and information about those
patches.

Host The computer on which SafePatch for Windows is
being run.
Host Job A job scheduled to either update the Microsoft™

database or download the latest version of the
evaluation tool on the host.

Installation Zip File

See update package.

Job A scheduled task, either a target job or a host job.

Local Patch DB The local repository or database of patches
collected from Microsoft™.

Packaged Update See update package.

Target Either a target computer or target group to be

evaluated for needed patches and for which a patch
installation package will be created.

Target Computer

A computer to be evaluated for needed patches and
for which a patch installation package will be
created.

Target Group One or more target computers grouped together to
form a single entity for scheduling target jobs.

Target Job A job scheduled to evaluate, download patches, and
generate an update package for a target computer or
target group.

Update Package A zip file consisting of the patches, an installation

batch file, and a readme.html file. These are the
necessary components for bringing your computer
up to the latest patch level.

25




Appendix B Administrator Privileges

In order to use SafePatch for Windows, the user account under which you are running SafePatch for
Windows must have administrator privileges. Administrator privileges are available by either being a
member of the Domain Admins group or a member of the Administrator group on each of the local
computers you want to manage using SafePatch.

One way to give administrator privileges to people you expect to run SafePatch on your domain is to
create a domain group on your server called SafePatch Administrator, or a similar name of your choice.
Then, add the users you want to be able to run SafePatch to the SafePatch Administrator group. Once this
group is created you can add this domain group to the local Administrator group on each of the computers
you want to manage with SafePatch. In this manner any change to the users you want to be able to
manage with SafePatch will automatically be reflected on each of the managed computers by simply
changing the membership of the SafePatch Administrator group.

The steps required to add a user or user group to the Administrator group on a local Windows 2000
computer is as follows.

1. Right click on the My Computer icon on your desktop and select the Manage menu option.

| acton vew || & » @@ X FE| @D |

Tree I

| Cescripkian |

strators

Q Computer Management (Local)
EI@ System Toals

- {gl] Event Viewer

@ System Information

ﬁ Petformance Logs and Alerts
Al Shared Folders

EI@ Storage

&[] Disk Management

: E Disk. Defragrmenter
i--{=J Logical Drives
@ Removable Skorage
[EI--@ Services and Applications

gﬁackup Operators
Guests

gPuwer Users

@Replicatnr

@Users

gDebugger Users

@ws Developers

Administratars have complete and ...
Backup Operators can override secu...
Guests have the same access as me...
Power Users possess mosk administr,..
Supports file replication in a domain

IUsers are prevented from making ac...
Debugoer users can debug processe. ..

Visual Studio developers can author ...

2. Left click on the plus sign next to Local Users and Groups folder under the System Tools folder to
expand it.

Double left click on the Groups folder to open it.

4. Double left click on the Administrators icon to open it.

W
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Administrators Properties 7| x|

General I

‘g Adriniztrators

and unrestricted ac to the computerddomain

Description:

Members:

E Adrminiztrator

ﬁ MSTESTEEDAD omain Adrning

ak. I Cancel Spply

5. Left click on the Add... button to add the user or user group to the Administrator group on this local
computer.
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i Select Users or Groups 7| x|

Lok in: I_ mztestbed. linl. gow j

M ame | I Folder | -

ﬁ Adrrinistrator mztestbed. inl. gov/Users

% Guest mztestbed. Inl. govw/Users =
ﬁ Tzlnternetl zer mztestbed linl. gov/Users

ﬁ IUSR_WwW2rSERVER mztestbed linl. gowvs/Uzers

ﬁ [\addshd ' 2R SERWER mztestbed linl. gowvs/Uzers

% krbikgt mztestbed linl. gow/Users

ﬁ pro-uzerl [pro-uzer] @mstestbed il gov] rztestbed linl. gows/Users LI

god | Check Names

<< Tupe names separated by zemicolons or chooze from ligt >

] I Canzel

P

6. To select a user or user groups from a domain, such as our SafePatch Administrator group in our
previous example, choose the domain from the Look in: drop down list box at the top of the panel.

7. Add the user or user groups that you want and click on the OK button on the bottom of the panel to
complete the operation.
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Appendix C SafePatch Command Line

The following describes the command line syntax for SafePatch for Windows.
Usage: java ciac.safepatch.SafePatch <options>

Where possible options include:

-? Display the help message.

-h Display the help message.

-1l <log level> Set the logging level.!

<log level> is the log level

e OFF

e SEVERE
e WARNING
e INFO

e CONFIG

e FINE

e FINER

e FINEST

[ ) ALL

-id <installation directory> Set the installation directory. <installation directory> is the
directory where the SafePatch software is installed.”

-C Use the color user interface.”

-b Use the black and white user interface.”

-v Display the SafePatch version number.

-r Resets SafePatch, if SafePatch incorrectly thinks there is another
instance of SafePatch already running. This can occur if
SafePatch is stopped abnormally, like loss of power to the
computer.

-q Quiet mode. Does not play sound files. This is the default. *

-S Play sound files. *

Example:
java ciac.safepatch.SafePatch -c -1l WARNING -id "c:\SafePatch"

! Options persist between runs and therefore only need to be set once, unless at some point you to choose
to change them.
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Appendix D Troubleshooting

Here are a list of common problems and their solutions.

D.1 Verify Evaluation Tool Exists

Pre-evaluation Error : tpol x|

Yerify Bvalution Tool exists
mhsacli.exe

OK

Problem: When I start a target job I get an error dialog box that reads, “Verify Evaluation Tool exists.”

This message results from the fact that you do not have the evaluation tool selected on the Evaluations
tabbed panel installed in the Evaluation Tool Directory. You must either select a tool that you have
installed or install the appropriate tool. The tool is selected using the radio buttons in the Evaluation
Tool section of the Evaluations tabbed panel. See 2.1 Installing SafePatch for Windows for instructions
on installing the evaluation tool.

|E% SafePatch - =10] x|
( ¢ Jobs [/Q Targets ( [ Evaluations ( * Patches ( & Packaged Updates ( % Settings
Evaluation Manager
Evaluation Tool Directony:  ChSafePatchizsupportltils  Bvaluation Results Directory:  C\SafePatchieval DB
Current Evaluation Tool:  mbsacliexe
Evaluation Tool
) Hinetchk v3.2
) HfnetchkProv3.83 Evaluating Target: Currently Mot Evaluating
™) MbsaCliv3.81
3 results (53 “|-Evaluation Results
@ O3 w2kpro (4) =] w2Ksp1
& [ w2kserver (4)
@ w2kspt (7 :| rResults File Evaluator
[ w2ksp1_2003_03_17_at_08_23_37.eval | || Name: wlkspl_2003_04_09_at 13_48 31 eval Tool: e e
D wi2kspl_2003_03_17_at_10_23_29.eval Date: April 09, 2003 01:49:37 P Yersion: 3.81
D wi2kspl_2003_03_17_at_11_15_19.eval Size: 8,137 ytes Parser: HFMetChkParser
[ w2ksp1_2003_03_19_at_09_31_40.eval Status | Bulletin__ | Q MNumber | Product I
[y w2ksp1_2003_03_19_at_09_56_04.eval Warning MiA MNiA WINDOWS 2000 GOLD
D w2ksp!_2003_03_19_at_10_07_05.eval | MOT Found MS00-006 251170 WINDOWS 2000 GOLD
D A |NOT Found M500-021 257870 WINDOWS 2000 GOLD
wizkspl_2003 04 09 _at 13 49_St.eval) | |yoTFound  M300-020  [260187 WINDOWS 2000 GOLD
© [ w2ksp2 (4) | |NOT Found M500-027 259622 WINDOWS 2000 GOLD
& [ w2kspd (4) MOT Found M500-029 259728 WINDOWS 2000 GOLD
A [MOT Found MS00-032 260219 WINDOWS 2000 GOLD
MOT Found MS00-036 262694 WINDOWS 2000 GOLD
MOT Found MS00-047 269239 WINDOWS 2000 GOLD
NOT Found MS00-052 269049 WINDOWS 2000 GOLD
MOT Found M500-053 269523 WINDOWS 2000 GOLD
MOT Found MS00-062 269609 WINDOWS 2000 GOLD —
ELCT Dol RAC OO OEE ko Bk B ] =3 MMM TS OO0 Sl Ty >
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D.2 Error Creating the Target Package
Problem: In the status column on the Jobs tabbed panel, it reads “Error creating the Target package.”

If you get this error, most likely there was a problem communicating and evaluating the target computer
or computers associated with the target job. Select the Evaluations tabbed panel and then the folder in the
results tree corresponding to the target computer the target job was trying to evaluate. Select the
appropriate report based on the date the target job ran. Click on the row in the right split pane that has a
status of Information. A description of the cause for the failure will appear in the Reason section of the
window.

|E% SafePatch 10l |
( J Jobs [/Q Targets ( [ Evaluations ( * Patches ( £ Packaged Updates ( % Settings

Evaluation Manager

Evaluation Tool Directony:  ChSafePatchizsupportltils  Bvaluation Results Directory:  C\SafePatchieval DB
Current Evaluation Tool:  mbsacliexe

Evaluation Tool
) Hinetchk v3.2
) HinetchkPro v3.83 Evaluating Target: Currently Mot Evaluating
™) MbsaCliv3.81
[ results (5) ‘| -Evaluation Results
@ [ w2kpro (5) =} w2kpro
D wZkpro_2003_03_17_at_08_22_Sd4.eval |:
[y w2kpro_2003_03_17_at_10_24_41.eval | ||| RESultsFile Evaluator
D w2kpro_2003_03_17_at_11_16_24 eval Mame: wlkpro_2003_04_09_at 14_30_33.eval Tool: hinetchk exe
[y w2kpro_2003_03_19_at_09_32_55.eval | ||| Date: April 09, 2003 02:30:35 FM Version: 2.81
[y w2kpro_2003_04_09_at_14_30_33.eval ol | size: 323 hytes Parser: HFMetChkParser
@ [ wikserer 4y Status | Eulletin | Q Mumhber | Product |
@ T wakspl (7 gl |Inforrnation INIA PiA PiA

& wiksp2 (4)
© [ wlksp3 (4)
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One common reason is Error: Admin rights are required to scan . This results from not having
administrator privileges on the target computer (see Appendix B Administrator Privileges). Another
common error message states that the system or machine was not found. This typically is the result of one
of two things: the target computer is not accessible on the net (e.g. it was disconnected, the computer has
been shutdown etc.) or the target computer specified is not a Microsoft Windows™ computer.

Fyraluation Resulis

Bulletin:
N/L

0 Humber:
N/L

Product:

H/h

Machine Hame:
wikpro ()
IP:

Statu=:
Information

Reason:

Error: 452 - HFNetChk iz unahle to scan this machine.
Pleaze check to see that you have administratiwve rightz to
thiz machine and are abhle to login to this machine from
wour workstation. IPCS connection must be allowed. Scan

not performed.
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D.3 *** Second instance of Safepatch NOT ALLOWED ***

Problem: When I start SafePatch I get the following error dialog box:

*++ Gecond instance of Safepatch NOT ALLOVE x|

}ﬁ Safepatch has detected that it is already currenthy running.
2+ Duetothe imitations of sharing resources, additional
instances of the application are not allowed.

If you helieve that Safepatch is not already running, then you

can override this control (at your own risk), using the
undocumented -r command line option. This resets the detection
mechanism, which could have been corrupted if Safepatch didn't
shutdown gracefulhy

(Pressing the "Continue Amavay™ button will also cause a reset.)

Continue Armawway Exit

SafePatch will only allow one version of SafePatch to run at a time. You can use the Windows™ Task
Manager to determine if another version of SafePatch is running. To start the Task Manager, press the
Ctrl, Alt and Delete keys simultaneously and select the Task Manager button. Choose the Applications
tabbed panel to determine if another version of SafePatch is running.

If you are sure there is not another instance of SafePatch running, you can force it to start up using a
Windows™ command prompt window specifying the —r flag on the SafePatch command line (see
Appendix C SafePatch Command Line) or left click the Continue Anyway button. SafePatch can
incorrectly think that another instance is running if SafePatch was stopped abnormally, like loss of power
to the computer.

D.4 The SafePatch User Interface Is Not Responding

Problem: SafePatch appears to be hung. The user interface is not responding to my keyboard and mouse
inputs.

This is most likely caused by the Windows™ command prompt window waiting for some user interaction.
It is easy to inadvertently to do something in the command prompt window from which SafePatch is
running that will cause the command prompt window to wait for user input. An example of this occurs
when you select text in the command prompt window; the command prompt window will wait for you to
copy the text for use in a cut and paste operation. This will cause all other operations in the command
prompt window to halt, including SafePatch. To correct this problem, select the command prompt
window with your mouse and then press the Enter key. To avoid this in the future, it is recommended
that you minimize the command prompt window, which greatly reduces the possibility of this happening.

You can also create a Windows™ shortcut for SafePatch for Windows that allows the program to be run
without starting a command prompt window. This is the preferred method of using SafePatch. The batch
file is useful for diagnosing problems with SafePatch for Windows by allowing you to see logging
messages displayed in the command prompt window. Normally it is not necessary to see these diagnostic
messages.
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To create the shortcut, right click on your computer desktop. Select the New menu option and then the
Shortcut item. In the text entry box type javaw —jar c:\SafePatch\SPForWin2KvlJar.jar.

Create Shortcut x|

This wizard helps you to create shortouts to local or
nebwork programs, files, folders, computers, or Inkernek
addresses.,

Tyvpe the location of the item:

jawaw -jar c:iSafePatch),SPFortinziel Browse, .. |

Click Mext ko conkinue,

= Back I Mext = I Cancel

You can now double click on this shortcut to start SafePatch for Windows.

D.5 The Patches Do Not Seem To Be Installing
Problem: When the installation batch file is run, it does not appear that the patches are being installed.

There are multiple ways you can run a batch file in Windows™. The method we recommend, because it
gives you the most diagnostic information and control, is to start a Windows™ Command Prompt
window, change to the directory where you unzipped the update package zip file, and type the name of the
installation batch file followed by pressing the Enter key to execute the batch file. Most of the patches
should install correctly. Some of the patches do no support the standard command line options that
SafePatch uses. If you see an error regarding one or more of the patches not understanding the command
line options, you should execute the patches again, either without any options or by using the ? option to
discover what options are supported. You can execute these patches either at the command line or by
editing the batch file to do these patches with the appropriate command line options. See Appendix F
Patch Information.

The second way you can execute the installation batch file is to double click on the batch file from
Windows Explorer™. Using this method the batch file will run and will prompt you to press a key at the
end of the batch file, so you can see the commands executed in the Command Prompt window. After you
press a key, the Command Prompt window will close.

The final method of executing the installation batch file is from the ReadMe.html file. If you double click
on the ReadMe.html file in Windows Explorer™, your default browser will display the file. From this
display there is a link to the installation batch file. Clicking on this link will cause the batch file to
execute. The problem is that many browsers change the default directory, so the batch file can no longer
find the files it needs to execute. One way to solve this problem is to include the directory where you
unzip the update packages in your system path.
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Appendix E Support Utilities

Using Wget.exe

GNU Weget is a free software package for retrieving files using HTTP, HTTPS and FTP, the two most
widely-used Internet protocols. It is a non-interactive command-line tool, so it may easily be called from
scripts, cron jobs, and wrapped within other applications. SafePatch includes version 1.6 of wget with its
distribution (including cygintl.dll and cygwinl.dll), as well as its accompanying documentation.
Although untested with SafePatch, the most recent version of wget is 1.8.2 which supports secure socket
layer. The wget web site is http://wget.sunsite.dk , and the executables can be directly obtained at
ftp://ftp.sunsite.dk/projects/wget/windows/wget-1.8.2b.zip and
ftp://ftp.sunsite.dk/projects/wget/windows/ssllibs.zip

Using Qchain.exe

Hotfix chaining during update installations is supported in Windows 2000. Qchain.exe is a utility that
enables you to install multiple hotfixes without having to restart your computer after each one is installed.
If multiple hotfixes replace the same file, Qchain.exe ensures that the correct version is installed.
Windows 2000 SP3 and all post-SP3 hotfixes have Qchain.exe functionality built in. You can install SP3
and then install any number of post-SP3 hotfixes without having to restart the computer in between.
More information about QCHAIN can be obtained from the following web site;
http://support.microsoft.com/?kbid=296861 and the tool can be downloaded directly from
http://download.microsoft.com/download/9/5/2/952ac356-53cb-43a2-9¢85-

54b1262fca2c/Q815062 W2K spl X86 EN.exe

Using Extract.exe

This command-line tool extracts individual files from compressed cabinet (.cab) files. Using cabinet files
is a highly efficient method of compression and distribution that has been used by Microsoft for many
years. It is now available to anyone who needs to compress and distribute multiple files.

The cabinet file format is a nonproprietary format based on Lempel-Ziv compression. More information
about EXTRACT can be obtained from the following web site;
http://www.microsoft.com/windows2000/techinfo/reskit/tools/existing/extract-o.asp and the tool can be
downloaded directly from
http://download.microsoft.com/download/win2000platform/extract/1.00.0.1/nt5/en-us/extract_setup.exe

Using HFNetChk.exe

HFNetChk.exe is the multi-threaded command-line tool you can use to assess a computer or selected
group of computers for the absence of security patches. You can use HFNetChk to assess patch status for
the Windows NT 4.0, WIndows NT Terminal Server, Windows 2000, Windows XP operating systems, as
well as hotfixes and service packs for IIS 4.0, IIS 5.0, SQL Server 7.0, SQL Server 2000 (including
MSDE), Exchange Server 5.5, Exchange Server 2000, Windows Media Player, Front Page Server
Extensions, Microsoft Java Virtual Machine, Microsoft Data Access Components (MDAC), and Internet

Explorer 5.01 or later.
You can download the latest version of the tool directly from Shavlik at,

http://hfnetchk.shavlik.com/hfnetchk 3.86.0.1.exe

35



Scanning Pre-Requisites

Make sure that you meet the following requirements to make sure Hfnetchk scans successfully.

When you scan your local computer:

You have administrative credentials on your local computer.

The computer can download the patch database XML file from the Internet or obtain the file from
another specified location (either on the local computer, or from a specified network location).

The local computer is running the Workstation service.

NOTE: You do not have to use the Server service on the local computer.

When you scan a remote computer:

You must meet all the requirements for a local scan.

You have administrative credentials on the remote computer and can log on to the remote computer
from the workstation from which you perform the scan.

You can access the NetBIOS (tcp139) or Direct Host (tcp445) ports on the remote computer.

The remote machine is running the Server service.

NOTE: You do not have to use the Workstation service on the remote computer.
The remote computer is running the Remote Registry service.

You can access the %systemroot% share (usually C$ or similar) on the remote computer.

Using Mbsacli.exe

Microsoft has developed the Microsoft Baseline Security Analyzer (MBSA).

Version 1.1 is the second release of MBSA and includes a graphical and command line interface that can
perform local or remote scans of Windows systems. MBSA uses the HFNetChk tool technology to scan
for missing security updates and service packs for Windows, IE, IIS, SQL, Exchange, and Windows
Media Player.

More information about MBSA can be obtained at the following web site,
http://support.microsoft.com/?kbid=303215#2 and the tool can be downloaded directly from;

http://download.microsoft.com/download/e/5/7/e57f498-2468-4905-aa5{-369252{8b1 5¢c/mbsasetup.msi
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http://wget.sunsite.dk/
ftp://ftp.sunsite.dk/projects/wget/windows/wget-1.8.2b.zip
ftp://ftp.sunsite.dk/projects/wget/windows/ssllibs.zip
http://support.microsoft.com/?kbid=296861
http://download.microsoft.com/download/9/5/2/952ac356-53cb-43a2-9c85-54b1262fca2c/Q815062_W2K_spl_X86_EN.exe
http://download.microsoft.com/download/9/5/2/952ac356-53cb-43a2-9c85-54b1262fca2c/Q815062_W2K_spl_X86_EN.exe
http://download.microsoft.com/download/win2000platform/extract/1.00.0.1/nt5/en-us/extract_setup.exe

Appendix F Patch Information

At the date this document was composed, Microsoft™ employs three different methods for installing
patches. The three methods are windows script, update and hotfix. By default SafePatch uses the
command line options that are compatible with the update and hotfix patches. Using these command line
options as the default works in most cases. The command line options are displayed below.

Windows Script 5.6 X|

@ Zommand line options:

[ -- Quiek modes For package,
IT:<full path= -- Specifies temparary warking Falder,
1T -- Extract files only to the folder when used also with T,

I =Cmd -- Crverride Install Command defined by authar,

SPZSRP1 Setup x|

@ URCATE [-u] [-f]1[-n] [-0] [-2] [-q] [-]]

-u Unattended rmode

-f Force other programs to close when the computer shuts down
-n Do nok back up files Far uninskall

-0 Cryerwrite OEM Files without prompting

-z Do not restart when installation is complete

- Quiet made (no user inkerackion)

-l List installed hotfixes

Windows 2000 Hotfix Setup X|

@ HOTFLA [-] [-F] [-n] [-2] [-q] [-m] [-1]
-y Perfarm uninstall Canly with froor )

-f Force apps closed ak shukdown

-n Do not create uninstall directory

-z Do not reboot when update completes
- Quiet Mode -- no user interface

-m Unattended mode

-| List installed hokfixes
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